UBND TiNH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG CAO BPANG Y TE Poc 1ap Tuw do—Hanh phuc
s0:651f /QD-CBYT Khanh Hoa, ngciythangAi nam 2018
QUYET BPINH

Ban hanh Quy dinh vé viéc dam bao an toan thong tin
trong hoat dong trng dung céng nghé thong tin

HIEU TRUONG TRUONG CAO BANG Y TE KHANH HOA

Can ct* Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cltia Chinh phl quy dinh
Ve (tng dung cong nghé thdng tin trong hoat dong ctia co quan nha nuéc;

Can ct Nghi dinh s6 72/2013/NB-CP ngay 15 thang 7 nam 2013 cla Chinh
pht vé quan ly, cung cép, st dung dich vu Internet va thong tin dién tl trén Internet;

Can clr quyén han va trach nhiém cla Hiéu truéng dwoc quy dinh tai Biéu Ié
Truong Cao dang ban hanh theo Théng tw s6 46/2016/TT-BLDTBXH ngay
28/12/2016 cla Bd Lao dong - Thwong binh va Xa hoi;

Theo dé nghi cta Trudng Phong Cong nghé thdng tin,

QUYET BINH:

biéu 1. Ban hanh kém theo Quyét dinh nay Quy dinh vé viéc dam bao an toan
thong tin trong hoat dong tng dung céng nghé thong tin.

biéu 2. Quyét dinh nay c6 hiéu luc tlr ngay ky.

biéu 3. Cac 6ng, ba Trwdng Phong : Céng nghé thong tin; cac Phong,Khoa,
B6 mon ¢ lién quan chiu trach nhiém thi hanh Quyét dinh nayjACv—

Noi nhan: UONG
- Nhuv diéu 3;

- Bang dy Trwong;

- Ban Giam hiéu;

-Lwu : VT, P.CNTT,;

iét Son



TRUONG CAOBANG YTE  CONG HOA XA HOI CHU NGHITA VIET NAM
KHANH HOA baoc 1ap - Ty do - Hanh phuc

QUY BINH
vé viéc ddm bao an toan thong tin
trong hoat dong trng dung cong nghé thong tin
(Kém theo Quyét dinh s6"Qi/QD-CBYT ngay ckthangAA nam 201y
clia Hiéu trwdng Trudng Cao dang Y t& Khanh Hoa)

Chuong |
QUY DBINH CHUNG

Dbiéu 1. Pham vi va d6i twong ap dung

1 Pham vi &p dung:

Quy dinh nay bao gbm céc diéu kién t6i thiéu phai tuan thd nham dam
bao an toan thong tin trén méi trwéng may tinh, mang may tinh. Théng tin dwgc
dam bao an toan bao gdbm tat ca cac loai thong tin clia Trwong Cao dang Y té
Khanh Hoa va cac Phong, Khoa, B6 mén tryc thudc, cac thdng tin do cac co
quan, t6 chirc khac giri dén Trudng Cao dang Y t8 Khanh Hoa.

2. Bdi twong ap dung:

Céc don vi thudc Truong Cao dang Y té Khanh Hoa va can bd, cong
chtrc, vién chirc, nguoi lao dong cla nha treéong.

biéu 2. Giai thich tir ng

Trong quy dinh nay, céc tlr nglr dudi day duwoc hiéu nhw sau:

1 “An toan thong tin”: Thong tin va hé théng théng tin khong bi truy cap, st
dung, ti€t 16, gian doan, stra doi, pha hoai trai phép.

2. “Heé thdng thong tin”: Tap hop thiét bi phan cirng, phan mém va co s& dir
liéu clia cac don vi phuc vu tao lap, cung cap, truyén dua, thu thap, xt ly, luu trir va
trao doi thong tin.

3. “Mang ndi bd”: Mang may tinh trong pham vi Truong Cao dang Y té&
Khanh Hoa;

4. “Ma doc”: Phan mém co kha nang gay ra hoat dong khong binh thudng cho
mot phan hay toan bd hé thdng thong tin hodc thuc hién sao chép, stra doi, x6a bd
tréi phép thong tin lwu trlr trong hé théng thdng tin.

5. “Rui ro an toan théng tin”: Kha nang mét an toan théng tin.
6. “Sur cd an toan thong tin”: Sy kién mat an toan thong tin.
7. “Mat khau phtrc tap”: Mat khau dap tng cac yéu cau sau:



a) Co t6i thiéu 8 ky tu.

b) Gom tdi thiéu 3 trong 4 loai ky tw sau: chi cai viét hoa (A - Z); chi céi
viét thuong (a - z); chir s6 (0 - 9); cac ky tu khac trén ban phim may tinh (' ~ !
@Q#ESWA&*() - +={}[]\1 va dau cach.

8. “Bi mat nha nudc”: Tin V& vu, viéc, tai liéu, vat, dia diém, thoi gian, 10i
néi c6 ndi dung quan trong ....theo quy dinh Vvé tai liéu, théng tin mat cla nha
nuwac.

9. “Ngudi dung”: Can bd, céng chirc, vién chirc, ngudi lao ddng cua cac
don vi st dung may tinh dé xtr ly cong viéc.

10. “Bon vi” : cac Phong, Khoa, B6 moén truc thudc Ban Giam hiéu va
cac B6 mon truc thudc Khoa.

Piéu 3. Nguyén tac chung vé dam bao an toan thong tin

1 Pam bao an toan thong tin 1a yéu ciu bat budc trong qua trinh tao 1ap,
Xt ly, str dung thong tin va thiét ké, xay dwng, van hanh, nang cép, hly bd hé
thong thong tin.

2. Bon vi, nguoi dung thuc hién cac cong doan lién quan dén thong tin
néu tai khoan 1 diéu nay co trach nhiém dam bao an toan thong tin theo quy
dinh cta Nha nudc, hudng dan clia co quan, don vi co thdm quyén trong linh
virc dam bao an toan thong tin.

3. Nguoi dung c6 kién thirc chung vé an toan thdéng tin trén moi truong
may tinh, mang may tinh va co kién thirc co ban vé an toan thdng tin phu hop
V@i cong viéc duoc phan cong.

4. Bi mat nha nwdc phai dugc bao vé theo quy dinh clia Nha nuéc vé cong
tac bao vé bi mat nha nudc.

biéu 4. Nhirng hanh vi bi nghiém cadm

1 Vi pham cac quy dinh vé quan ly, van hanh va st dung mang cla
Truwong gay réi loan hoat dong cla hé théng, trong do bao gom cac hanh vi: tuy
dau ndi thiét bi mang, thiét bi cap phat dia chi mang, thiét bi phat song nhw diém
truy cap khong day cua ca nhan vao mang noi bo.

2. Can thiép trai phép, gay nguy hai, x6a, thay doi, stra chita, lam sai léch
thong tin trén mang.

3. Phét tan thuw rac, méa doc, thiét l1ap hé théng thong tin gia mao, Ira dao
trong mang cta nha trueong; loi dung diém yéu cta hé thdng thong tin dé tan
cong, chiém quyén diéu khién trai phép doi vaoi hé thong.

4. Lam mat tac dung clia bién phap an toan théng tin do don vi thiét lap,
trong dé bao gom céc hanh vi: ty y thay doi, g& bd bién phap an toan thong tin



cai dat trén thiét bi cong nghé thong tin phuc vu cong viéc; ty y thay thé, lap
moi, trdo doi thanh phan clia may tinh phuc vu cong viéc.

5. Loi dung mang dé truyén ba thong tin, quan diém, thuc hién cac hanh
vi gay phuvong hai dén an ninh quéc gia, trat tw, an toan xa hdi; pha hoai khoi
dai doan két toan dan; tuyén truyén chién tranh xam lwgc, khing b6; gay thu
han, mau thuan gitra cac dan tdc, sic toc, ton giéo.

6. Loi dung mang dé truyén ba trai phép tai liéu, hinh anh, am thanh hoac
dang thdng tin khac nham kich déng bao luc, dam 6, doi truy, toi 4c, té nan xa
hoi, mé tin di doan, pha hoai thuan phong, my tuc cta dan toc; bdi nho, gay thu
han, xam hai t&i quyén va loi ich hop phap cla té chirc, ca nhan.

7. Vi pham quy dinh cdng tac bao vé bi mat nha nuwéc trong qué trinh siv
dung hé thdng thdng tin, trong dé bao gdm hanh vi danh cip mat khau tai khoan
truy cap hé thdng thong tin cong vu cuta nguoi khac hodc tiét 16 mat khau cla
ban than cho d6i tvong khéng duoc phép st dung.

Chuong Il
QUY PINH CU THE

Dbiéu 5. BAm bdao an toan mirc vat ly

1 Céc khu vuc sau phai dwoc kiém soat truy cap vat ly dé phong tranh
truy cap trai phép hodc sai muc dich: Trung tam div li€u; khu vuc chira may cha
va thiét bi lvu trli; td mang va dau noi; thiét bi nguon dién va du phong dién
khan cap; phong van hanh, kiém soét, quan tri hé thong.

2. Thiét bi thudc hé théng may chl phai dwoc bao duwdng dinh ky va duy
tri ché do bao hanh lién tuc hodc c6 co ché stra chira, thay thé dap (ing yéu cau
vé mic do sén sang clia hé théng trong sudt thoi gian st dung.

biéu 6. BAm bao an toan may tinh phuc vu cong viéc

1 May tinh phuc vu cdng viéc (bao gdbm may chi, may quan tri va may
tinh phuc vu cbng viéc cta nguoi dung tai don vi):

a) May tinh phuc vu cbng viéc chi dwgc cai dat phan mém theo danh muc
phan mém do nha trwong quy dinh hodc dugc cung cap theo cac chwong trinh
ring dung cdng nghé théng tin clia cac co quan Nha nwéc c¢d thdm quyén, dwoc
cap nhat ban va 16i hé diéu hanh v& an ninh, cai dit phan mém phong diét ma
doc va cap nhat mau ma doc gan nhét.

b) Phong Cong nghé thdng tin chiu trach nhiém cai dat phan mém cho
may tinh phuc vu cdng viéc. Nguoi dung khong dwgc can thiép vao cac phan
mém da cai dat trén may tinh (thay doi, g& bo,...) khi chwa dwgc sy dong y cla
Phong Cong nghé thong tin.



¢) Nguoi dung phai thic hién thao tdc khod may tinh (st dung tinh nang
¢ san trén may) khi roi khoi noi dat may tinh; tat may tinh khi roi khoi co quan.

2. May tinh do ca nhan tv trang bi phai dap (ng day di cac diéu kién duéi
day khi két n6i vao hé théng mang nha truong:

a) Cai dit phan mém phong diét ma doc va cap nhat mau mi doc gan
nhat.

b) Khong cai dat phan mém, céng cu cd tinh nang gay mat an toan thong
tin hodc tao rdi ro cho hé thong mang (cdp phat dia chi mang, do quét mat khau,
do quét cong mang, gia lap tan cong,..).

3. Nguoi dung str dung cac thiét bi lwu trir div liéu di dong (may tinh xach
tay, thiét bi sO cam tay, thé nhé USB, 6 clng ngoai, bang tir) dé luu thong tin
thudc pham vi bao vé quy dinh tai Biéu 1 c6 trach nhiém bao vé céc thiét bi nay
va thong tin lwu trén thiét bi, trdnh lam maét, 10 thong tin.

4. Thiét bi x&r ly théng tin cla don vi khi mang di bao hanh, bao dudng,
stra chtra, phai thao 6 clrng khdi thiét bi hodc xda thong tin, dir liéu lwu trik trén
thiét bi (trr trong hop mang thiét bi di khoi phuc dir liéu).

Dbiéu 7. BAm bao an toan, bao mat thong tin

1 NOi dung mat, quan trong hoac nhay cdm khi luu tri trén thiét bi di
dong hoac truyén nhan trén hé thong mang phai dwgc ma hoé, trong do:

a) Bi mat nha nuéc phai dwoc ma hoa va duoc cdp cd tham quyén chép
nhan st dung.

b) Van ban dién tlr c6 ndi dung can han ché ti€p can nhung khong thudc
danh muc bi mat Nha nuéc duoc stv dung tinh nang méa hoa (dat mat khau) ctia
cac (rng dung van phong (phan mém soan thao, doc van ban, nén tép).

2. Nguoi dung thuwe hién soan thdo, gii, nhan di¥ liéu cé trach nhiém xac
dinh mirc do6 mat, nhay cdm cua di liéu dé thic hién phwong thirc bdo vé dir liéu
phl hop hodc yéu cau Phong Céng nghé théng tin hwdng dan, ho tro phuong
thirc bdo vé trong truong hop can thiét.

3. Chi slr dung hé théng thw dién tlr va cac cong cu trao doi thong tin do
nha treong cung cap dé trao dbi thong tin, tai liéu lam viéc.

biéu 8. Sao luwu, dy phong sw c6

1 Bon vi phai chi dong sao luu di liéu phong nglra su ¢co; dinh Ky thuc
hién va kiém tra di liéu sao luvu va chiu trach nhiém doi véi di liéu dwoc sao
luu.

2. DGi v6i hé thong may chud, Phong Coéng nghé thdng tin dé xuédt Ban
Giam hiéu bién phap du phong Ve thiét bi, phan mém dé ddm bao sv hoat dong
lién tuc clia hé thdng.



~ Chuong 111
TO CHUC THUC HIEN

biéu 9. Trach nhiém ctia cac don vi va nguoi dung

1. Trach nhiém cua Phong Cong nghé théng tin:
a) Chiu trach nhiém dam bao an toan théng tin cla Nha truwong;

b) Tham muu Ban Gidm hiéu ban hanh quy trinh néi bd trien khai dam
bao an toan thong tin;

¢) Thuc hién viéc giam sat, danh gia, bao cdo Ban Giam hiéu cac rui ro
mat an toan thong tin va mic dé nghiém trong cla cac rui ro do;

d) Phoi hop v&i cac ca nhan, don vi co lién quan trong viéc kiém soét,
phat hién va khac phuc cac st ¢ an toan, an ninh thong tin.

2. Trach nhiém cla ngui dung va cac don vi khac:

a) Nghiém tac chap hanh cac quy dinh, quy trinh ndi bd, Quy dinh nay va
cac quy dinh khac ctia phap luat vé an toan thong tin. Chiu trach nhiém dam bao
an toan thong tin trong pham vi trach nhiém va quyén han duoc giao;

b) MGi céan bd, vién chirc va ngudi lao ddng phai co trach nhiém ty quéan
ly, bdo quan thiét bi ma minh duoc giao st dung; khong tw y thay déi, thao lap
cac thiét bi trén may tinh; khéng dwoc vao cac trang web khong rd vé ndi dung;
khong tai va cai dat cac phan mém khong ré ngudn gboc, khong lién quan dén
cdng viéc chuyén mon; khdng nhdp chudt vao cac duwong dan la khéng rd vé noi
dung;

¢) Khi phat hién nguy co hodc su cd méat an toan thong tin phai bao céo
ngay v&i Truwong/Pho don vi va Phong Céng nghé théng tin  dé Kip thoi ngan
chan va xu ly;

d) Tham gia cac chuong trinh dao tao, hdi nghi vé an toan théng tin do nha
treong hodc S& Thong tin va truyén théng td chic, cl di.

biéu 10. X ly vi pham

Moi vi pham vé cong tac ddm bao an toan thong tin nha truong déu xi ly
theo Quy ché thi dua khen thwdng clia nha tredng va cac van ban nha nudc hién
hanh.

biéu 11. Trach nhiém thi hanh

1 Cac don vi, can bd, vién chirc, ngudi lao dong cia Nha trwong chiu
trach nhiém thi hanh Quy dinh nay.

2. Trwdng, Phé cac don vi thubce tredng co trach nhiém quan triét, chi dao
va gidm sat can bg, vién churc, nguoi lao dong thudc don vi minh thwc hién ding
noi dung Quy dinh nay.



3. Trong qua trinh t6 chirc thuc hién, néu cd nhitng van dé khd khan,
vuréng mac, cac don vi, ca nhan can phan anh ngay véi phong CNTT dé tong
hop, bao cao Nha treong xem xét, stra doi, bo sung cho phu Igophic—

Noi nhan: UONG
- Nhu diéu 3;

- Bang Gy Truwong;

- Ban Giam hiéu;

-Lwu VT, P.CNTT,



