UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG CAO PANG Y TE Doc 1ap — Ty do — Hanh phiic

S6:474/CDYT-TCHC Khdanh Hoa, ngay 05 thing09 nidm 2023
V/v canh bao 10 hong bao mat anh
huoéng cao va nghiém trong trong cac
san pham Microsoft cong bd thang
8/2023

Kinh gtri: Phong, Khoa, B mon

Truong Cao dang Y té Khanh Hoa nhan dugc cong van sé 2715/STTTT-
CNTTBCVT ngay 28/8/2023 cua S¢ Thong tin va Truyén thong vé viéc canh bao 15
hong bao mat anh hudng cao va nghiém trong trong cac san pham Microsoft cong bd
thang 8/2023.

Theo thong tin tai van ban néu trén, ngay 08/8/2023, Microsoft da phat hanh danh
sach ban va thang 8 voi 74 16 hong an toan thong tin trong cac san pham ctia minh.
Ban phat hanh thang nay dic biét cha ¥ vao cac 16 hong an toan thong tin c6 muc
anh hudng cao va nghiém trong sau:

- L3 hong an toan théng tin CVE-2023-38181 trong Microsoft Exchange
Server cho phép ddi tugng tan cong thuc hién tdn cong Spoofing. Poi tuong tan
cong c6 thé khai thac 16 hong nay dé vuot qua ban va cho mot 16 hong da bi khai
thac trong thuc té, CVE-2022-41082.

- L3 hong an toan théng tin CVE-2023-21709 trong Microsoft Exchange

Server cho phép ddi tuong tdn cong thuc hién tin cong nang cao dic quyén.

- 04 15 hong an toan thoéng tin CVE-2023-35368, CVE-2023-38185, CVE-
2023-35388, CVE-2023-38182 trong Microsoft Exchange Server cho phép dbi

tugng tan cong thuc thi ma tir xa.

- 03 16 hong an toan thong tin CVE-2023-35385, CVE-2023-36910, CVE-
2023-36911 trong Microsoft Message Queuing cho phép d6i tuong tin cong thuc

thi ma tur xa.

- 02 16 hong an toan thong tin CVE-2023-29328, CVE-2023-29330 trong
Microsoft Teams cho phép ddi tugng tan cong thuc thi ma tir xa.

- L6 hong an toan thong tin CVE-2023-36895 trong Microsoft Outlook cho
phép d6i twong tan cong thyc thi ma tir xa.

- L3 hong an toan thong tin CVE-2023-36896 trong Microsoft Excel cho phép



dbi tuong tin cong thuc thi ma tir xa.

- L6 héng an toan thong tin CVE-2023-35371 trong Microsoft Office cho phép

dbi tuong tan cong thuc thi ma tir xa.

Viéc khai thac thanh céng 16 hong néu trén c6 thé cho phép dbi tuong thuc thi ma tir
xa, tan cong nang cao dic quyén trong hé thong muc tiéu, tir d6 c6 thé chiém quyén diéu

khién toan bo hé thong.

Nham dam bao an toan thong tin cho hé théng thong tin cia Nha trudng, Ban Giam

hi€u thong bado dén Phong, Khoa, B0 mon mot s6 ndi dung sau:

1. Kiém tra, ra soat va xac dinh thiét bi st dung hé diéu hanh Windows c6 kha
nang bi anh huong; thyc hién cap nhat ban va kip thoi dé tranh nguy co bi tan cong

theo huéng dan ctia Microsoft tai Phy luc kém theo.

2. Tang cuong giam sat va san sang phuong an xir ly khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; thudng xuyén theo ddi kénh canh bio cua cic co
quan chirc niang va cic t6 chic 16n vé an toan thong tin dé phat hién kip thoi cac

nguy co tan cong mang.

3. Phong, Khoa, B0 mon thong bao ndi dung van ban nay dén can bo, vién chirc,
ngudi lao dong thude quyén quan 1y ¢6 st dung may tinh c4 nhan phuc vu cho cong viéc
nha truong biét dé tién hanh khic phuc. Néu ca nhan khong tu tién hanh khic phuc duogc
thi lién hé phong T chirc — Hanh chinh dé duoc hd tro.

Tran trong./.

Noi nhin: KT.HIEU TRUONG

- Nhu trén (VBDT); 1O HIEU TRUONG
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Phu luc

1. Théng tin cc 16 hong bao mat

5/tin vé cac 16 hong bao mit trong san pham Microsoft
YKem theo Cong vin s63T4¥CDYT-TCHC ngay05 /09 /2023
cua truong Cao dang Y té Khanh Hoa)

STT

CVE

Mo ta

Link tham khao

CVE-2023-38181

- Piém: CVSS: 8.8 (Cao)

- M6 ta: 15 hong trong
Microsoft Exchange Server
cho phep doi tuong tan cong
thuc hién tan cong Spoofing.
- Anh huong: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38181

CVE-2023-21709

- Piém: CVSS: 9.8 (duogc
Microsoft danh gia 1a Cao)

- M6 ta: 16 hong trong
Microsoft Exchange Server
cho phep doi tuong tan cong
thuc hiép tan cong nang cao
dac quyén.

- Anh huéng: Exchange

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-21709

CVE-2023-35368
CVE-2023-38185
CVE-2023-35388
CVE-2023-38182

Server 2016/2019.
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
i 2023-35368
- biem:  CVSS: 8.0/8.8 https://msrc.microsoft.co
(Cao) m/update-

- Mo ta: 16 hong trong
Microsoft Exchange Server
cho phép ddi tuong tin cong
thuc thi ma tu xa.
- Anh huéng: Exchange
Server 2016/2019.

guide/vulnerability/ CVE-
2023-38185

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35388

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38182




STT

CVE

Mo ta

Link tham khao

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Diém: CVSS: 9.8
(Nghiém trong)

- Mo ta: 16 hong trong
Microsoft Message
Queuing cho phep doi tuong
tan cong thuc thi matur xa.

- Anh huong: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- biém: CVSS: 8.8 (duoc
Microsoft danh gia 1a
Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Teams cho phép
d6i tuong tan cong thyc thi
ma tu xa.

- Anh huong: Microsoft
Teams danh cho 10S, Mac,
Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29330

CVE-2023-36895

- biém: CVSS: 7.8 (duoc
Microsoft dénh gid 1a
Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Outlook cho phép
d6i tuong tan cong thyc thi
ma tu xa.

- Anh huoéng: Microsoft
Office, Microsoft 365 Apps
for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36895

CVE-2023-36896

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phep
doi tuong tan cong thuc thi
ma tur xa.

- Anh huéng: Microsoft
Excel, Office, Office LTSC,
365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896




2. Huéng din khic phuc
Bién phap t6t nhat dé khic phuc 1a cap nhét ban va cho cac 15 hong bao matnoi trén
theo hudng dan cua hing. Cac Phong, Khoa, B mon tham khao cac ban cap nhat phu hop

cho cac san phém dang str dung tai link nguén tham khao tai muc 1 cua phu luc.
3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/3/14/the-march-2023-security-update-

review


http://www.zerodayinitiative.com/blog/2023/3/14/the-march-2023-
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